» KASPERSKY
SECURITY CENTER

EavHasa KoOHCOMb ynpaB/ieHUsa BCeMU QYHKLUMNAMK pelleHnin «JTabopaTopum
KacnepcKoro» ang 3aLmTbl paboynx MecT, ¢pansioBbiX CEPBEPOB 1 BUPTYyaibHOM
IT-nHOpaCTpyKTYpbI.

EanHag KoHconb
aAMWUHUCTPUPOBAHHUS,
no3songwoLas

30 EKTUBHO
ynpaBnsitb
pasfnYyHbIMK
acnekTamu
6e30nacHOCTH Ballei
IT-undpacTpyKTyphI,
TaKUMHM KaK:

3ALLIMTA OT BPEAOHOCHOI 0 N0
CETEBOM 9KPAH

3ALINTA U3 «OBJIAKA» KSN
KOHTPOJ1b MPOTPAMM
JNMHAMWUYECKME BEJIbIE CMTUCKK
BEB-KOHTPOJIb

KOHTPOJIb YCTPOMCTB

3ALLMTA CEPBEPOB WINDOWS®

YNPABJIEHWUE MOBWUIbHBIMK
YCTPOWCTBAMU

3ALLMTA MOBM/IbHBIX YCTPOCTB
LUINPPOBAHME

MHCTPYMEHTbI CUCTEMHOIO
ALMUHUCTPUPOBAHWA

MOHWTOPUHT YA3BUMOCTEN

YNPABJIEHWE YCTAHOBKOM
UCNPABJIEHWI

BE3OMACHOCTb
BUPTYAJIbHbIX CPE/ZL

KOHTPOJIb IOCTYNA B CETb

PACLLUPAEMOCTDb

Mpwv NoBbIWeHUn Tpe6oBaHM K 6€30MaCHOCTU MOXKHO MCMOb30BaTh HOBbIE GYHKLMU U UHCTPYMEHTbI
Kaspersky Security Center, no3BonsioLiMe NOBbICUTb KaK ypOBEHb 3alUmThbl, TaK U 3PPEKTUBHOCTb
ynpasneHus IT-uHbpacTpyKTypor. Kaxabli HOBbIM YpOBEHb MPOAYKTOBOM IMHEWKMW OTKPbIBAET AOMONHU-
TeNbHble BO3MOXHOCTH, MO3TOMY HY)KHOE pelleHne HalaeTca Ans opraHn3dauunm noboro macwtaba.

LUWWPOKUE BO3MOXHOCTU

B 3aBucMmOCTH OT BbIGPaHHOMO YPOBHS 3alinThl, B Kaspersky Security Center MoryT 6biTb JOCTYMHbI
cneayowme GyHKUMK:

® HacTpoWKa M pa3BepTbiBaHUe 3aluuUThbl OT BPEJOHOCHbLIX MPOrpamMM Ha paboyux mecTax

® Cco3JaHue U NPUMEHEHWE NOAUTUK UCMONb30BaHUSA NMPUNOXKEHUH, BE6-pPeCypPcOB M NOAKIII0YaEMbIX
yCTPOWCTB

BHeApPEHWE N HACTPOMKa CUCTEMbI WWMPPOBAHUS

KOHTPOb NULLEH3UI Ha 0

CpeAcTBO yrnpaBneHns MOOGUNbHbIMK YCTPONCTBAMM, B T.4. HACTPOMKa NapamMeTpoB 6e30NacHOCTH
NOAroTOBKa paboynx CTaHLUMii, co34aHune, pa3BepTbiBaHWe, XpaHeHne 06pa30B 1 ynpaBfieHne uMu
MOHUTOPWHT YA3BMMOCTEN B annapaTHOM M NpOrpaMmMHOM 06ecrneyeHnm U pacluiMperHHoe ynpasne-

HWEe YCTaHOBKOMW UCMpPaB/iEHUN

noaaepKka GU3nveckmx, BUpTyanbHbIX U MOOUbHbLIX YCTPOWCTB

® KOHTPOJIb AOCTYNa B C€Tb ANd NPUMEHEHUA NOJIUTUK K TOCTEBLIM MNOJIb30BaTENAM

CUHEPIUsd

Hawa nuHenKa peweHunn ang 6uaHeca obpasyeT eanHyto nnatdopMy ans obecnevyeHns 6e€30MacHOCTM.
Kaspersky Security Center n Bce moaynu u cpefctsa obecneyeHns 6e30nacHOCTH pa3paboTaHbl
«J1labopaTtopuen KacnepcKoro» caMmoCTOATENbHO, @ He MPUOBpPETEHbI y APYrMX KOMNaHun. MHTerpupo-
BaHHbIe MeX/y CO60M TEXHONIOMMM CO3aHbl HA OCHOBE €JMHOW TEXHONOrMYECKOM 6asbl, HTO NO3BO-
ngaet obecneyntb 6ecnepebomnHyto paboTy, NPUMEHEHNE KOMMNEKCHbIX NOAUTUK, OpMUpPOBaHME Noa-
POGHbIX OTHETOB U €ANHbIA UHTYUTUBHO MOHATHbLIN MHTEPENC.

® WNHTYMTUBHO NOHSATHBIN MHTEPdENC
YeTKOo CTpyKTypupoBaHHas MHbGopMaLums
BCerfa HaxoauTcs B Nose 3peHns agMUHUCT-
paTopa.

* [loaaeprKa BUPTYyanbHbIX cpej
MpofyKT pacno3HaeT BUPTYyabHble MallWHbI
B KOprnopaTtuBHOW IT-uHdpacTpyKType
1 obecneymBaeT onTUMalbHOe pacnpeaene-
HWe Harpy3ku npu UHTEHCUBHOW paboTe, YTO
Nno3BONgeT n3bexarb CHUXKaloLero npouns-
BOAMUTENLHOCTb «@HTUBUPYCHOIO LITOPMa».

e Be6-uHTEpdeiic
TMOKUI 1 yno6HbIN BEG-UHTEPdENC NO3BO-
nseT yaaneHHo CnejnTb 3a COCTOSHUEM
3allMTbl M NPOCMATPUBATL OTHEThLI O KitoYe-
BbIX COObITUAX.

e MNoaaepkKa MynbTUNNATHOPMEHHBIX cpej
MoaaepKKa WKMPOKOro creKTpa onepauuoH-
HbIX CUCTEM M MNaThOPM BUPTYyanmsaLmm,
BK/tovas Microsoft® Windows, NetWare®,
VMware®, Linux®, Mac 0S, Android™,
BlackBerry®, Symbian n Windows Mobile,
He UMeeT aHaNoroB Y KOHKYPEHTOB.

e lpeayctaHOBNEHHbIE MONUTUKH

Bbl MOeTe UCNob30BaTb ONTUMasbHble
NOJIMTUKK, ONPeaeNeHHble creymanucTaMmm
«Jlabopatopuun Kacnepckoro», nav co3agaBatb
COOCTBEHHbIE.

ABTOMaTMYECKOE NPUMEHEHME NOJIUTUK

AN MOGUBbHBIX YCTPOMCTB

CosaaHue 1 aBToMaT4yecKoe NpuMeHeH1e
NOJIMTUK K YCTPOWCTBAM, MOKMAAIOLMM Mpe-
Qie/bl KOPOPaTUBHOM CETH, ABNIFETCS Naealb-
HbIM pelleHWeM /151 KOMMaHW C BbICOKUM
YPOBHEM MOGWIBHOCTU COTPYAHMKOB.

MacuwrtabupyemocTb

Kaspersky Security Center npeanaraet MHCTpy-
MEHTbI HAaCTPOWKHK, pa3BepTbIBaHUSA U yripaBe-
HWS, TMOKMEe NapaMeTpbl MOUTUK U CUCTEMY
noApoO6HbIX OTYETOB, OTBEYaloLLMeE BaLUUM Tpe-
60BaHWAM — He3aBMCUMO OT pa3mepa Kopno-
paTUMBHOM MHGPACTPYKTYPbI.

MNMoanepixKa yaaneHHbix opucos

Co3zpanTe BblAeNEHHbIN BUPTYyabHbI cepsep
aAMUHUCTPUPOBAHUS U YCTAHOBUTE B KaXKA0M
yAaneHHoM oduce noKasbHbIM areHT o6HoBNEe-
HUSA. ITO NOBbLICUT 6€30MaCHOCTb U CHU3UT Tpe-
60BaHMs K NPOMYCKHOM CNOCOBHOCTU KaHanos
CBA3K Mexay oducamu.



KAKOMW YPOBEHb PELLEHUS JIABOPATOPUU KACTMEPCKOI0» /11 BUSHECA NOAX0AUT UMEHHO BAM?

NMPOBJIEMbI C MPUMEHEHWEM NONTUTUK?

B npoaykT Kaspersky Endpoint Security gns 6M3Heca ypoBHS
CTAHIAPTHbIV BKAtOYEHbI NPOCTbIE B UCMONb30BAHWUN GYHKLIMM
KOHTPONS NpOrpamMm, KOHTPONS YCTPOMCTB U BEG-KOHTPONS.

BAM HEOBXOAMMO OBECTEYNUTb 3ALLUTY NJTAHLLETOB

M CMAPT®OHOB, NCMOJIb3YEMbIX COTPYAHUKAMWN?

Hauunnas ¢ yposHs CTAHZIAPTHbBIN, B Hallem pelieHnm AoCTynHbI
cpeacTBa ANd 3aliuTbl M ynpaBaeHns MOGUIbHbIMKU YCTPONCTBaMM,
KOTOpble MOXHO YCTaHOBWUTb Ha yCTponcTBa Ha 6a3e Android,
BlackBerry, Symbian n Windows Mobile.

BAC BECMNOKOUT BE3OMACHOCTb AAHHbLIX B CITYHAE KPAXU
W YTEPU YCTPONCTB?

B npoayKT Kaspersky Endpoint Security ans 6usHeca PACLLUMPEHHbIN
fo6aBneHbl GyHKUMK WwndpoBaHns. MOXKHO UCNOb30BaTb Kak
nosHoe wudpoBaHne AUCKa, TaK U WNdpPoBaHME OTAENbHbIX dbaw-
NOB 1 Nanok.

YpoBeHb npoayKTa

Kaspersky Security
ANnSa 6u3Heca

npeablAaYyLLMX YPOBHEN)

myHKI.IMM 3aliUTbl U KOHTPpONA
(Ha KaXXAOM ypOBHE AONONHSIOT GYHKLMK

BALLUW CPEACTBA AAMUHUCTPUPOBAHWSA CJITULLKOM CJTOXKHbI?
Mpw BbIGOPE peluenns yposHs PACLUMPEHHBIM nan TOTAL Bbl nonyya-
eTe NpPocCTble B UCMONb30BaAHWU MHCTPYMEHTbI CUCTEMHOI0 aIMUHUCT-
pPUPOBaHUS, BKIOYAs CPEACTBA PA3BEPTLIBAHWUS M HACTPOWKM CUCTEM,
MHCTPYMEHTbI YNpaBNEeHWs YCTAaHOBKOM MCMPaBEHWI 1 AOCTYNOM

B CE€Tb, a TAKXKe CpeCTBa y4eTa 1 ynpaBieHUs TULEH3UAMU.

BAM HY>XHA YBEPEHHOCTb B GE30MACHOCTW BCEM CETU?
MpoayKT Kaspersky Total Security gns 6u3Heca BKAOYaeT BECb
dyHKUMOHan ansg obecneyeHns 6€3o0nacHOCTU paboynx MecT,

a TaK)XKe MHCTPYMEHTbI NS 3aLUMTbl 3/IEKTPOHHOW NOYThI, CEPBEPOB
COBMECTHOM paboTbl U UHTEPHET-LLIO30B.

BALLIWM PELWWEHVEM A4 3AWNTBI PABOYUX MECT
CNOMHO YNPABNATBH?

Bcemu dyHKUMAMK pelieHnit JTabopatopum Kacnepckoro»

N5 pabo4mx MECT MOXKHO YNpaBAsiTe U3 eAMHON KOHCOMU
aaMuHucTpupoBaHusg Kaspersky Security Center. Kpome Toro,

BCE OHM pa3paboTaHbl Ha OCHOBE e/IMHON TEXHONOrMYEeCKoMn 6a3bl.

®dyHkuuu Kaspersky Security Center
(Ha Ka)kaAoM ypoBHE JONOAHSAOT GYHKLKUK
npeablayLwmnx ypoBHen)

® 3awuTa paboynx MecT oT BpegoHocHoro MO

CTAPTOBbIN e CeTeBOW 3KpaH * YnpaBfieHve 3almTomn oT BpegoHocHoro M0
® MHTerpaums c «o6nakom» KSN
Bce BbllenepeyncieHHoe, a Takxe:
e KoHTponb nporpamm
¢ [IMHammnyecKue 6esble CUCKH
o ® Be6-KoHTponb Bce BbillenepeyncneHHoe, a Takxe:
CTAH[APTHbIN pone P >
® KOHTpONb YCTPOUCTB * YnpaBfieHue MoGUIbHbIMW YCTPOMNCTBAMM
¢ 3awuTa hannoBbIX CEPBEPOB
e 3awuTa MO6GUIbHbIX YCTPOUCTB
(nnaHweToB 1 cMapTPOHOB)
Bce BbillenepeyncneHHoe, a Takxe:
© MOHWUTOPWHT yI3BUMOCTEW W yNpaBaeHue
YCTaHOBKOM UCMNpaBeHU#H
o Bce BbilenepeyncneHHoe, a Takxe: e CpeacTtBa ynpaBneHus nuueHaunamu Ha Mo
PACLUMPEHHBIN P pencrsa ynp 4
¢ llndpposaHue ® MIHCTPYMEHTbI CUCTEMHOIO aAMUHUCTPUPOBAHUS
e CospaaHue n xpaHeHue o6pasos OC
® YyeT annapaTHOro v NPOrpamMmmHoOro o6ecreyeHuns
e KoHTponb goctyna B ceTb (NAC)
Bce BbllenepeyncneHHoe, a TaKkxe:
* 3aliMTa NoYTOBbLIX CEPBEPOB
TOTAL * 3alwuTa MHTEPHET-LW/IO30B JocTynHbl Bce GyHKLUM

e 3awuTa cepBepoB COBMECTHON paboThl

(B T.M. cepBepoB SharePoint®)

KAK NMPUOBPECTHU

Kaspersky Security Center Bknto4eH B Ka /bl
YPOBEHb pelleHns Jlabopatopumn Kacnepckoro» ans
6u3Heca. Bbibepute ypoBEHb, COOTBETCTBYIOLLIMMA
BalLMM NOTPEBHOCTSAM, C MOMOLLBIO TabAULIbl BhILLE.

[HononHutenbHble cBeaeHns o Kaspersky Security
Center MOXKHO NoJly4nTb Ha canTe JlabopaTopun
Kacnepckoro» uium y noctaBLLMKa NpoayKTOB
«/labopaTtopun Kacnepckoro».

HABOP JOCTYIMHbIX CDYHKLWIVI 3ABUCUT OT 3AI.I.lVILI.lAEMOl7I
MNATOOPMbI
MoapobHee: www.kaspersky.ru
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